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RECEIVE E-MAIL 
MESSAGE 



-100 



102 

sender" 4 ^. YES 

ON WHITELIST? 




DETERMINE 

ACTUAL 
SENDER OF 
MESSAGE 



I 



-110 



CATEGORIZE 
E-MAIL 
MESSAGE 



-112 




104 



SEND TO 
RECIPIENT 



108 



YES 


— ► 


PROCESS 






ACCORDING 






TO RECIPIENTS 






INSTRUCTION'S 



NO 



YES 



SEND TO 

SPAM 
FOLDER 
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^4 54 

oa Received: from mail.domainone.com (mail.domaineone.com [1 1 1 .22.3.444]) 
°^by host.domaintwo.com with SMPT id 12345678 for 

<recipient@domaintwo.com>; Fri, 21 Feb 2003 19:20:23 -0800 
52-^ Received: from localhost.domainone.com (localhost[456. 12.3. 123]) by 
mail.domainone.com with SMTP id 4903u495; \ 
Fri, 21 Feb 2003 19:18:06 -0800 166 
Message-Id: <abc1 234567@mail.domainone.com> 
X-Mailer: Internet Mail Service — 164 
Date: Fri, 21 Feb 2003 19:17:57 -0800 — 160 
From: Joe Sender <sender@domainone.com> 
/ To: recipient@domaintwo.com 



76 

80 
68 



56^ 

co C Received: from host.domaintwo.com (host.domaintwo.com [123.45.6.789]) 
by host.domainthree.com with SMPT id 87654321 for 
L<recipient@domainthree.com>; Fri, 62 
21 Feb 2003 19:21 :00 -0800 / 
86 -\_ Received: from mail.domainone.com (mail.domainone.com [111.22.3.444]) 
by host.domaintwo.com with SMTP id 12345678; Fri, 
21 Feb 2003 19:20:23-0800 
Q0 r Received: from localhost.domainone.com (localhost[456. 12.3. 123]) by 
^^-f mail domainone.com with SMTP id 4903u495, Fri, v 
7 o L21 Feb 2003 19:18:06 -0800 168 

Message-Id: <abc1234567@mail.domainone.com> 
QO X-Mailer: Internet Mail Service — 126 
°^Date: Fri, 21 Feb 2003 19:17:57 -0800 —162 
44~\-From: Joe Sender <sender@domainone.com> 
^To: recipient@domaintwo.com 



Joe Sender|11 1.22.3.444 

sender@domainone.com|Joe Sender|1 1 1 .22.3.444 
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EXAMINE MESSAGE 
HEADER OF 
E-MAIL MESSAGE 



-40 



STRIP OFF COMMON 
RECEIVED LINES 
FOR RECEIPT BY 
RECIPIENT'S INTERNAL 
INFRASTRUCTURE 



-42 




STRIP OFF 
RECEIPT LINES 
FOR RECIPIENT'S 
MAIL FORWARDERS 



I 
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LEFT WITH IP ADDRESS 
USED TO HAND OFF 
TO TRUSTED INFRA- 
STRUCTURE WITH 

FULL E-MAIL ADDRESS 



-48 
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SEND 
INFORMATION 
TO CENTRAL 
DATABASE TO 

BE STORED 
USING KEY OF 
COMBINED 
SIGNATURE 
AND E-MAIL 
ADDRESS 



MAINTAIN 
STATISTICS 
ABOUT 
ACTUAL 
SENDERS 
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136 

CHANGE IN 
'WHITELIST/BLACKLISr 
STATUS 
-JDF MESSAGED 

NO 
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MONITOR 

SPAM 
FOLDER 



V YES 


UPDATE 




STATISTICS 


-140 
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CONSTRUCT WHITELIST 
FROM CONTACTS, SENT 
ITEMS, AND 
SUBJECT LINES 



I 



-200 



ANALYZE INBOX, 
SAVED ITEMS, 
AND DELETED 
ITEMS 



-202 




SEND INFORMATION 
TO CENTRAL 
DATABASE AND 
KEEP LOCAL COPY 



-208 
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REQUEST 
INFORMATION 
FROM CENTRAL 
DATABASE 



YES 



2 



CATEGORIZE 
USING LOCAL 
INFORMATION 



■154 



SUFFICIENT 
INFORMATION 
ABOUT ACTUAL 
SENDER 
AVAILABLE?. 



158 



156 



YES 




SEND 




INFORMATION 
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TO 






RECIPIENT 



NO 



SEND 
INFORMATION 
ABOUT FINAL 
IP ADDRESS, 
FINAL DOMAIN 
NAME, OR IP PATH 



-160 
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LOOKUP REQUEST WITH 
FINAL IP ADDRESS AND 
POSSIBLE FINAL DOMAINS 
SENT 



170 



172 

INFORMATION * 
ABOUT FINAL IP ADDRESS 
AVAILABLE? 



YES 



SEND 
TO 
RECIPIENT 



174 



NO 
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INFORMATION 
ABOUT FINAL DOMAIN 1 
AVAILABLE? 



YES 



NO 
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INFORMATION 
ABOUT FINAL DOMAIN 2 
AVAILABLE? 



YES 



NO 



180 



INFORMATION 
ABOUT FINAL DOMAIN 3 
AVAILABLE? 



YES 



NO 



PLACE MESSAGE 
IN SPAM FOLDER 
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